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Abst r act

Thi s docunent specifies a protocol which allows nodes to renain
reachabl e while nmoving around in the I1Pv6 Internet. Each nobile node
is always identified by its hone address, regardless of its current
point of attachnent to the Internet. Wile situated away fromits
home, a nobile node is also associated with a care-of address, which
provides informati on about the nobile node’s current |ocation. |Pv6
packets addressed to a nobile node’s hone address are transparently
routed to its care-of address. The protocol enables |IPv6 nodes to
cache the binding of a nobile node’'s hone address with its care-of
address, and to then send any packets destined for the nobile node
directly to it at this care-of address. To support this operation
Mobile | Pv6 defines a new | Pv6 protocol and a new destination option.
Al'l 1 Pv6 nodes, whether nobile or stationary, can comunicate with
nmobi | e nodes.
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1. Introduction

Thi s docunent specifies a protocol which allows nodes to renain
reachabl e while nmoving around in the I1Pv6 Internet. Wthout specific
support for nobility in IPv6 [11], packets destined to a nobile node
woul d not be able to reach it while the nobile node is away fromits
hone Iink. In order to continue comunication in spite of its
nmovenent, a nobil e node could change its I P address each tinme it
moves to a new |link, but the nobile node would then not be able to
mai ntain transport and hi gher-1layer connections when it changes

|l ocation. Mobility support in IPv6 is particularly inportant, as
nmobi | e conputers are likely to account for a nmajority or at |least a
substantial fraction of the population of the Internet during the
lifetime of |Pv6.

The protocol defined in this docunment, known as Mdbile I Pv6, allows a
nobi |l e node to nove fromone |ink to another w thout changi ng the
nmobi | e node’ s "hone address". Packets nay be routed to the nobile
node using this address regardl ess of the nobile node's current point
of attachnent to the Internet. The nobile node may al so continue to
communi cate with other nodes (stationary or nmobile) after nmoving to a
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new |l i nk. The novenent of a nobile node away fromits hone link is
thus transparent to transport and higher-1layer protocols and
applications.

The Mobile I Pv6 protocol is just as suitable for nobility across
honbgeneous nedia as for nobility across heterogeneous nedia. For
exanpl e, Mbile |Pv6 facilitates node novenent from one Ethernet
segrment to another as well as it facilitates node novenent from an
Et hernet segnent to a wireless LAN cell, with the nobile node’'s IP
address remmi ni ng unchanged in spite of such novenent.

One can think of the Mbile IPv6 protocol as solving the network-
| ayer nobility nanagenment problem Sone nobility nmanagenent

applications -- for exanple, handover anmpong wirel ess transceivers,
each of which covers only a very snall geographic area -- have been
sol ved using link-1ayer techniques. For exanple, in many current

wi rel ess LAN products, link-layer nobility mechanisns allow a

"handover" of a nobile node fromone cell to another, re-establishing
link-layer connectivity to the node in each new | ocation

Mobil e | Pv6 does not attenpt to solve all general problens related to

the use of nobile conmputers or wireless networks. In particular,

this protocol does not attenpt to solve

o Handling Iinks with unidirectional connectivity or partia
reachability, such as the hidden terninal problemwhere a host is
hi dden fromonly sone of the routers on the link

0 Access control on a link being visited by a nobil e node.

0 Local or hierarchical forns of nobility nanagenment (sinmilar to
many current link-layer nobility managenent sol utions).

0 Assistance for adaptive applications.
o Mbbile routers.
0 Service Discovery.

o Distinguishing between packets |lost due to bit errors vs. network
congesti on.

2. Conparison with Mobile IP for |Pv4
The design of Mbile IP support in |Pv6 (Mbile IPv6) benefits both
fromthe experiences gained fromthe devel opment of Mbile I P support

in |IPvd (Mobile I Pv4) [22, 23, 24], and fromthe opportunities
provided by IPv6. Mobile IPv6 thus shares many features with Mbile
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I Pv4, but is integrated into I Pv6 and of fers nany other inprovenents.
This section sumari zes the nmajor differences between Mbile |IPv4 and
Mobi l e | Pv6:

o There is no need to deploy special routers as "foreign agents", as
in Mobile IPv4. NMbbile I Pv6 operates in any |ocation w thout any
speci al support required fromthe local router

0 Support for route optinization is a fundanental part of the
protocol, rather than a nonstandard set of extensions.

o Mbobile IPv6 route optinization can operate securely even w thout
pre-arranged security associations. It is expected that route
optinization can be depl oyed on a global scale between all nobile
nodes and correspondent nodes.

0 Support is also integrated into Mbile IPv6 for allow ng route
optimization to coexist efficiently with routers that perform
"ingress filtering" [26].

o The I Pv6 Neighbor Unreachability Detection assures symretric
reachability between the nobile node and its default router in the
current |ocation

0 Mbst packets sent to a nobile node while away from hone in Mbile
| Pv6 are sent using an | Pv6 routing header rather than IP
encapsul ati on, reducing the anmount of resulting overhead conpared
to Mbile | Pv4.

o Mobile IPv6 is decoupled fromany particular link layer, as it
uses | Pv6 Nei ghbor Discovery [12] instead of ARP. This also
i nproves the robustness of the protocol

o The use of IPv6 encapsul ation (and the routing header) renoves the
need in Mbile IPv6 to manage "tunnel soft state”

0 The dynami ¢ hone agent address di scovery nmechanismin Mbile | Pv6
returns a single reply to the nobile node. The directed broadcast
approach used in I Pv4 returns separate replies fromeach hone
agent .

3. Term nol ogy
The keywords "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119 [2].
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3.1. General Terns
I P
Internet Protocol Version 6 (IPv6).
node
A device that inplements IP
rout er

A node that forwards | P packets not explicitly addressed to
itself.

uni cast routabl e address
An identifier for a single interface such that a packet sent to it
from another | Pv6 subnet is delivered to the interface identified
by that address. Accordingly, a unicast routable address nust
have either a global or site-local scope (but not |ink-Iocal).
host
Any node that is not a router
link
A communi cation facility or medi um over which nodes can
conmmuni cate at the link layer, such as an Ethernet (sinple or
bridged). A link is the layer imediately below I P
interface
A node’s attachnment to a |ink.

subnet prefix

A bit string that consists of sone nunber of initial bits of an IP
addr ess.

interface identifier
A nunber used to identify a node’'s interface on a link. The

interface identifier is the remaining |loworder bits in the node’s
| P address after the subnet prefix.
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Iink-1ayer address

A link-layer identifier for an interface, such as | EEE 802
addresses on Ethernet |inks.

packet
An | P header plus payl oad.
security association

An | Psec security association is a cooperative relationship forned
by the sharing of cryptographic keying nmaterial and associ ated
context. Security associations are sinplex. That is, two
security associations are needed to protect bidirectional traffic
bet ween two nodes, one for each direction.

security policy database

A dat abase that specifies what security services are to be offered
to I P packets and in what fashion

destination option

Destination options are carried by the I Pv6 Destination Options
ext ensi on header. Destination options include optiona

i nformati on that need be exanined only by the | Pv6 node given as
the destination address in the | Pv6 header, not by routers in
between. Mbile |Pv6 defines one new destination option, the Hone
Addr ess destination option (see Section 6.3).

routi ng header

A routing header may be present as an | Pv6 header extension, and
i ndi cates that the payload has to be delivered to a destination
| Pv6 address in sone way that is different fromwhat woul d be
carried out by standard Internet routing. In this docunent, use
of the term"routing header" typically refers to use of a type 2
routi ng header, as specified in Section 6.4.

"|" (concatenation)
Some formulas in this specification use the synbol "|" to indicate
byt ewi se concatenation, as in A| B. This concatenation requires

that all of the octets of the datum A appear first in the result,
followed by all of the octets of the datum B.
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First (size, input)
Some forrmulas in this specification use a functional form"First
(size, input)" to indicate truncation of the "input" data so that
only the first "size" bits remain to be used.

3.2. Mbile I Pv6 Terms

horme address
A uni cast routabl e address assigned to a nobile node, used as the
per manent address of the nobile node. This address is within the
nmobi |l e node’s honme link. Standard |P routing nechanisns will
del i ver packets destined for a nobile node’'s honme address to its
hone Iink. Mbbile nodes can have multiple hone addresses, for
i nstance when there are multiple honme prefixes on the honme |ink

hone subnet prefix

The | P subnet prefix corresponding to a nobile node’'s home
addr ess.

hone |ink
The Iink on which a nobile node’s hone subnet prefix is defined.
nmobi | e node

A node that can change its point of attachment fromone link to
another, while still being reachable via its hone address.

novenent
A change in a nobile node’s point of attachment to the Internet
such that it is no |longer connected to the same link as it was
previously. |If a nobile node is not currently attached to its
hone Iink, the nobile node is said to be "away from hone".

L2 handover
A process by which the nobile node changes from one |ink-Iayer

connection to another. For exanple, a change of wirel ess access
point is an L2 handover
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L3 handover

Subsequent to an L2 handover, a nobile node detects a change in an
on-link subnet prefix that would require a change in the primary
care-of address. For exanple, a change of access router
subsequent to a change of w rel ess access point typically results
in an L3 handover.

correspondent node

A peer node with which a nobile node is conmunicating. The
correspondent node may be either nobile or stationary.

foreign subnet prefix

Any | P subnet prefix other than the nobil e node’ s home subnet
prefix.

foreign link
Any link other than the nobile node’s hone |ink
care-of address

A uni cast routabl e address associated with a nobile node while
visiting a foreign link; the subnet prefix of this |IP address is a
foreign subnet prefix. Anong the nultiple care-of addresses that
a mobil e node may have at any given tine (e.g., with different
subnet prefixes), the one registered with the nobile node’ s home
agent for a given hone address is called its "primary" care-of

addr ess.

hone agent

A router on a nobile node’s home link with which the nobile node
has registered its current care-of address. Wile the nobile node
is away from hone, the hone agent intercepts packets on the hone
link destined to the nobile node’'s hone address, encapsul ates
them and tunnels themto the nobile node's regi stered care- of
addr ess.

bi ndi ng
The associ ation of the hone address of a npbile node with a care-

of address for that nobile node, along with the remaining lifetine
of that association.
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regi stration
The process during which a nobile node sends a Binding Update to

its home agent or a correspondent node, causing a binding for the
nmobi | e node to be registered.

nmobi l ity nmessage
A nmessage containing a Mbility Header (see Section 6.1).
bi ndi ng aut hori zation

Correspondent registration needs to be authorized to allow the
reci pient to believe that the sender has the right to specify a
new bi ndi ng.

return routability procedure

The return routability procedure authorizes registrations by the
use of a cryptographic token exchange.

correspondent registration

A return routability procedure followed by a registration, run
bet ween the nobil e node and a correspondent node.

hone registration

A registration between the nobile node and its hone agent,
aut hori zed by the use of |Psec.

nonce

Nonces are random nunbers used internally by the correspondent
node in the creation of keygen tokens related to the return
routability procedure. The nonces are not specific to a nobile
node, and are kept secret within the correspondent node.

nonce i ndex

A nonce index is used to indicate which nonces have been used when
creating keygen token val ues, wi thout revealing the nonces
t hensel ves
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cooki e

A cookie is a random nunber used by a nobile node to prevent
spoofing by a bogus correspondent node in the return routability
pr ocedur e.

care-of init cookie

A cookie sent to the correspondent node in the Care-of Test Init
nmessage, to be returned in the Care-of Test nessage.

honme init cookie

A cookie sent to the correspondent node in the Honme Test Init
nmessage, to be returned in the Honme Test nessage.

keygen token

A keygen token is a nunber supplied by a correspondent node in the
return routability procedure to enable the nobile node to conpute
t he necessary bindi ng managenment key for authorizing a Binding
Updat e.

car e-of keygen token

A keygen token sent by the correspondent node in the Care-of Test
nessage

hone keygen token

A keygen token sent by the correspondent node in the Hone Test
nessage

bi ndi ng managenent key (Kbm

A bi ndi ng managenent key (Kbm) is a key used for authorizing a

bi ndi ng cache nmanagenent nessage (e.g., Binding Update or Binding
Acknowl edgenent). Return routability provides a way to create a
bi ndi ng managenent key.

4. Overview of Mbile |IPv6

4.1. Basic Qperation
A nobil e node is always expected to be addressable at its hone
address, whether it is currently attached to its hone Iink or is away

fromhome. The "hone address” is an | P address assigned to the
nobil e node within its hone subnet prefix on its hone link. Wile a
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nmobi |l e node is at hone, packets addressed to its hone address are
routed to the nobile node’s home |ink, using conventional Internet
routi ng nmechani sms.

VWhile a nobile node is attached to sone foreign |ink away from hone,
it is also addressable at one or nore care-of addresses. A care-of
address is an | P address associated with a nobil e node that has the
subnet prefix of a particular foreign |ink. The nobile node can
acquire its care-of address through conventional |Pv6 nechani sns,
such as stateless or stateful auto-configuration. As long as the
nmobi | e node stays in this |ocation, packets addressed to this care-of
address will be routed to the nobile node. The nobile node may al so
accept packets from several care-of addresses, such as when it is
noving but still reachable at the previous |ink

The associ ati on between a nobil e node’s hone address and care- of
address is known as a "binding" for the nobile node. Wile away from
hone, a nobile node registers its prinmary care-of address with a
router on its home link, requesting this router to function as the
"honme agent" for the nobile node. The nobile node performs this

bi ndi ng registration by sending a "Bindi ng Update" nmessage to the
hone agent. The honme agent replies to the nobile node by returning a
"Bi ndi ng Acknow edgenent” message. The operation of the nobile node
is specified in Section 11, and the operation of the hone agent is
specified in Section 10.

Any node communi cating with a nobile node is referred to in this
docunent as a "correspondent node" of the nobile node, and may itself
be either a stationary node or a nobile node. Modbile nodes can
provide informati on about their current |location to correspondent
nodes. This happens through the correspondent registration. As a
part of this procedure, a return routability test is performed in
order to authorize the establishnment of the binding. The operation
of the correspondent node is specified in Section 9.

There are two possi bl e nodes for conmuni cati ons between the nobile
node and a correspondent node. The first node, bidirectiona
tunneling, does not require Mbile | Pv6 support fromthe
correspondent node and is available even if the nobile node has not
registered its current binding with the correspondent node. Packets
fromthe correspondent node are routed to the honme agent and then
tunneled to the nobile node. Packets to the correspondent node are
tunnel ed fromthe nobile node to the hone agent ("reverse tunnel ed")
and then routed normally fromthe home network to the correspondent
node. In this node, the home agent uses proxy Nei ghbor Discovery to
i ntercept any | Pv6 packets addressed to the nobile node’s home
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address (or hone addresses) on the hone link. Each intercepted
packet is tunneled to the nobile node's primary care-of address.
This tunneling is perforned using | Pv6 encapsul ation [15].

The second node, "route optim zation", requires the nobile node to
register its current binding at the correspondent node. Packets from
the correspondent node can be routed directly to the care-of address
of the nobile node. Wen sending a packet to any | Pv6 destination

t he correspondent node checks its cached bindings for an entry for

t he packet’s destination address. |If a cached binding for this
destination address is found, the node uses a new type of |Pv6
routi ng header [11] (see Section 6.4) to route the packet to the
nobi | e node by way of the care-of address indicated in this binding.

Routing packets directly to the nobile node’s care-of address allows
the shortest comunications path to be used. It also eliminates
congestion at the nobile node’s hone agent and home link. In
addition, the inpact of any possible failure of the honme agent or
networks on the path to or fromit is reduced.

When routing packets directly to the nobile node, the correspondent
node sets the Destination Address in the | Pv6 header to the care-of
address of the nobile node. A new type of IPv6 routing header (see
Section 6.4) is also added to the packet to carry the desired hone
address. Sinilarly, the nobile node sets the Source Address in the
packet’s | Pv6 header to its current care-of addresses. The nobile
node adds a new | Pv6 "Hone Address" destination option (see Section
6.3) to carry its honme address. The inclusion of honme addresses in
t hese packets nmakes the use of the care-of address transparent above
the network layer (e.g., at the transport |ayer).

Mobil e | Pv6 al so provides support for multiple honme agents, and a
limted support for the reconfiguration of the hone network. In

t hese cases, the nobile node may not know the I P address of its own
hone agent, and even the hone subnet prefixes may change over tine.

A nechani sm known as "dynani c hone agent address discovery" allows a
nmobi | e node to dynanically discover the | P address of a hone agent on
its honme link, even when the nobile node is away from hone. Mbbile
nodes can al so | earn new i nformati on about home subnet prefixes
through the "nmobile prefix discovery" nmechanism These nechani sns
are described starting from Section 6.5.

4.2. New | Pv6 Protocol
Mobile | Pv6 defines a new | Pv6 protocol, using the Mbility Header

(see Section 6.1). This Header is used to carry the follow ng
nessages:
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Hone Test Init
Honme Test

Care-of Test Init
Car e- of Test

These four nessages are used to performthe return routability
procedure fromthe nobile node to a correspondent node. This
ensures authorization of subsequent Bi ndi ng Updates, as descri bed
in Section 5.2.5.

Bi ndi ng Updat e

A Binding Update is used by a nobile node to notify a
correspondent node or the nobile node’s honme agent of its current
bi nding. The Binding Update sent to the nobile node’s hone agent
to register its prinmary care-of address is nmarked as a "hone
registration".

Bi ndi ng Acknow edgenent

A Bi ndi ng Acknow edgenent is used to acknow edge recei pt of a

Bi ndi ng Update, if an acknow edgenment was requested in the Binding
Update, the binding update was sent to a hone agent, or an error
occurr ed.

Bi ndi ng Refresh Request

A Bindi ng Refresh Request is used by a correspondent node to
request a nmobile node to re-establish its binding with the
correspondent node. This nmessage is typically used when the
cached binding is in active use but the binding’'s lifetine is
close to expiration. The correspondent node may use, for

i nstance, recent traffic and open transport |ayer connections as
an indication of active use.

Bi nding Error
The Binding Error is used by the correspondent node to signal an

error related to nobility, such as an inappropriate attenpt to use
the Hone Address destination option w thout an existing binding.
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4. 3.

4.4,

4.5.

Joh

New | Pv6 Destination Option

Mobile | Pv6 defines a new | Pv6 destination option, the Hone Address
destination option. This option is described in detail in Section
6. 3.

New | Pv6 | CMP Messages

Mobile I Pv6 al so i ntroduces four new | CMP nessage types, two for use
in the dynani c honme agent address di scovery nechanism and two for
renunberi ng and nobil e configuration mechani sms. As described in
Section 10.5 and Section 11.4.1, the followi ng two new | CMP nessage
types are used for hone agent address di scovery:

0 Home Agent Address Di scovery Request, described in Section 6.5.
0 Home Agent Address Discovery Reply, described in Section 6.6.
The next two nessage types are used for network renunbering and
address configuration on the nobile node, as described in Section
10. 6:

o Mobile Prefix Solicitation, described in Section 6.7.

o Mbile Prefix Advertisenent, described in Section 6.8.

Conceptual Data Structure Term nol ogy

Thi s docunent describes the Mbile IPv6 protocol in terns of the
foll owi ng conceptual data structures

Bi ndi ng Cache

A cache of bindings for other nodes. This cache is maintained by
hone agents and correspondent nodes. The cache contains both
"correspondent registration" entries (see Section 9.1) and "hone
registration" entries (see Section 10.1).

Bi ndi ng Update Li st

This list is maintained by each nobile node. The list has an item
for every binding that the nobile node has or is trying to
establish with a specific other node. Both correspondent and hone
registrations are included in this list. Entries fromthe |ist
are deleted as the lifetime of the binding expires. See Section
11. 1.
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Home Agents Li st

Home agents need to know whi ch ot her hone agents are on the sane
link. This information is stored in the Home Agents List, as

described in nore detail in Section 10.1. The list is used for
i nform ng nobil e nodes during dynam ¢ hone agent address
di scovery.

4.6. Site-Local Addressability

This specification requires that honme and care-of addresses MJIST be
uni cast routable addresses. Site-local addresses nay be usable on
networks that are not connected to the Internet, but this

speci fication does not define when such usage is safe and when it is
not. Mbobile nodes rmay not be aware of which site they are currently
in, it is hard to prevent accidental attachnment to other sites, and
anbiguity of site-local addresses can cause problens if the home and
visited networks use the sane addresses. Therefore, site-loca
addresses SHOULD NOT be used as hone or care-of addresses.

5. Overview of Mbile IPv6 Security

This specification provides a nunber of security features. These

i nclude the protection of Binding Updates both to hone agents and
correspondent nodes, the protection of nobile prefix discovery, and
the protection of the mechanisns that Mobile | Pv6 uses for
transporting data packets.

Bi ndi ng Updates are protected by the use of |Psec extension headers,
or by the use of the Binding Authorization Data option. This option
enpl oys a bi ndi ng managenent key, Kbm which can be established
through the return routability procedure. Mobile prefix discovery is
protected through the use of |Psec extension headers. Mechanisns
related to transporting payl oad packets - such as the Home Address
destination option and type 2 routing header - have been specified in
a manner which restricts their use in attacks.

5.1. Binding Updates to Home Agents

The nmobil e node and the home agent MJST use an | Psec security
association to protect the integrity and authenticity of the Binding
Updat es and Acknow edgenents. Both the nobile nodes and the hone
agents MJST support and SHOULD use the Encapsul ating Security Payl oad
(ESP) [6] header in transport node and MJUST use a non-NULL payl oad
aut hentication algorithmto provide data origin authentication,
connectionless integrity and optional anti-replay protection. Note
that Aut hentication Header (AH) [5] is also possible but for brevity
not discussed in this specification
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In order to protect nmessages exchanged between the nobile node and
the hone agent with | Psec, appropriate security policy database
entries nust be created. A nobile node nust be prevented from using
its security association to send a Binding Update on behal f of

anot her nobil e node using the sane honme agent. This MJST be achieved
by having the hone agent check that the given hone address has been
used with the right security association. Such a check is provided
in the | Psec processing, by having the security policy database
entries unequivocally identify a single security association for
protecting Bi nding Updat es between any gi ven hone address and hone
agent. In order to make this possible, it is necessary that the home
address of the nobile node is visible in the Binding Updates and
Acknowl edgenents. The home address is used in these packets as a
source or destination, or in the Home Address Destination option or
the type 2 routing header

As with all IPsec security associations in this specification, nanua
configuration of security associations MJST be supported. The used

shared secrets MJST be random and uni que for different nobile nodes,
and MJUST be distributed off-line to the nobile nodes.

Aut omati ¢ key managenment with I KE [9] MAY be supported. When IKE is
used, either the security policy database entries or the Mbile | Pv6
processi ng MJUST unequi vocally identify the | KE phase 1 credentials
whi ch can be used to authorize the creation of security associations
for protecting Binding Updates for a particular hone address. How

t hese nmappings are naintained is outside the scope of this
specification, but they may be mmintained, for instance, as a locally

adm nistered table in the home agent. |If the phase 1 identity is a
Fully Qualified Domain Nane (FQDN), secure fornms of DNS nay al so be
used.

Section 11. 3.2 discusses how | KE connections to the hone agent need a
careful treatnment of the addresses used for transporting IKE. This
is necessary to ensure that a Binding Update is not needed before the
| KE exchange which is needed for securing the Binding Update.

When | KE version 1 is used with preshared secret authentication

bet ween the nobil e node and the home agent, aggressive node MJST be
used.

The 1D | PV6_ADDR ldentity Payl oad MJUST NOT be used in | KEvl phase 1
Ref erence [21] contains a nore detail ed description and exanples on

using | Psec to protect the communications between the nobile node and
t he hone agent.
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5.

5.

5.

2. Binding Updates to Correspondent Nodes

The protection of Binding Updates sent to correspondent nodes does
not require the configuration of security associations or the

exi stence of an authentication infrastructure between the nobile
nodes and correspondent nodes. |Instead, a nethod called the return
routability procedure is used to assure that the right nobile node is
sendi ng the nessage. This nethod does not protect against attackers
who are on the path between the honme network and the correspondent
node. However, attackers in such a location are capabl e of
perform ng the sanme attacks even wi thout Mbile |Pv6. The main
advantage of the return routability procedure is that it linmts the
potential attackers to those having an access to one specific path in
the Internet, and avoids forged Binding Updates from anywhere else in
the Internet. For a nore in depth explanation of the security
properties of the return routability procedure, see Section 15.

The integrity and authenticity of the Binding Updates nessages to
correspondent nodes is protected by using a keyed-hash al gorithm

The bi ndi ng managenent key, Kbm is used to key the hash algorithm
for this purpose. Kbmis established using data exchanged during the
return routability procedure. The data exchange is acconplished by
use of node keys, nonces, cookies, tokens, and certain cryptographic
functions. Section 5.2.5 outlines the basic return routability
procedure. Section 5.2.6 shows how the results of this procedure are
used to authorize a Binding Update to a correspondent node.

2.1. Node Keys

Each correspondent node has a secret key, Kcn, called the "node key",
which it uses to produce the keygen tokens sent to the nobile nodes.
The node key MJUST be a random number, 20 octets in length. The node
key allows the correspondent node to verify that the keygen tokens
used by the nobile node in authorizing a Binding Update are indeed
its own. This key MIUST NOT be shared with any other entity.

A correspondent node MAY generate a fresh node key at any tine; this
avoi ds the need for secure persistent key storage. Procedures for
optionally updating the node key are discussed later in Section
5.2.7.

2. 2. Nonces

Each correspondent node al so generates nonces at regul ar intervals.
The nonces shoul d be generated by using a random nunber generat or
that is known to have good randommess properties [1]. A
correspondent node may use the same Kcn and nonce with all the
nobiles it is in comunication wth.
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Each nonce is identified by a nonce index. Wen a new nonce is
generated, it nust be associated with a new nonce index; this may be
done, for exanple, by increnmenting the value of the previous nonce
index, if the nonce index is used as an array pointer into a |linear
array of nonces. However, there is no requirenent that nonces be
stored that way, or that the val ues of subsequent nonce indices have
any particular relationship to each other. The index value is
communi cated in the protocol, so that if a nonce is replaced by new
nonce during the run of a protocol, the correspondent node can

di stingui sh nessages that should be checked agai nst the ol d nonce
from messages that should be checked agai nst the new nonce. Strictly
speaki ng, indices are not necessary in the authentication, but allow
the correspondent node to efficiently find the nonce value that it
used in creating a keygen token

Cor respondent nodes keep both the current nonce and a small set of
valid previous nonces whose lifetinme has not yet expired. Expired
val ues MJST be di scarded, and nessages using stale or unknown indices
will be rejected.

The specific nonce index values cannot be used by nobile nodes to
determne the validity of the nonce. Expected validity tines for the
nonces val ues and the procedures for updating them are di scussed
later in Section 5.2.7.

A nonce is an octet string of any length. The recommended length is
64 bits.

5.2.3. Cookies and Tokens

The return routability address test procedure uses cookies and keygen
t okens as opaque values within the test init and test nmessages,
respectively.

o The "home init cookie" and "care-of init cookie" are 64 bit val ues
sent to the correspondent node fromthe nobile node, and | ater
returned to the nobile node. The hone init cookie is sent in the
Home Test Init message, and returned in the Honme Test nessage.

The care-of init cookie is sent in the Care-of Test Init nessage,
and returned in the Care-of Test nessage.

o The "honme keygen token" and "care-of keygen token" are 64-bit
val ues sent by the correspondent node to the nobile node via the
hone agent (via the Honme Test nessage) and the care-of address (by
the Care-of Test nessage), respectively.
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The mobil e node should set the hone init or care-of init cookie to a
new y generated random nunber in every Home or Care-of Test Init
nmessage it sends. The cookies are used to verify that the Honme Test
or Care-of Test nessage matches the Hone Test Init or Care-of Test
Init nessage, respectively. These cookies also serve to ensure that
parti es who have not seen the request cannot spoof responses.

Home and care-of keygen tokens are produced by the correspondent node
based on its currently active secret key (Kcn) and nonces, as well as
the hone or care-of address (respectively). A keygen token is valid
as long as both the secret key (Kcn) and the nonce used to create it
are valid.

5.2.4. Cryptographic Functions

In this specification, the function used to conpute hash values is
SHA1 [20]. Message Authenticati on Codes (MACs) are conputed using
HVAC SHAL1 [25, 20]. HMAC SHA1(K, m denotes such a MAC conputed on
message mwi th key K

5.2.5. Return Routability Procedure

The Return Routability Procedure enabl es the correspondent node to
obtain sonme reasonabl e assurance that the nobile node is in fact
addressable at its clained care-of address as well as at its hone
address. Only with this assurance is the correspondent node able to
accept Binding Updates fromthe nobil e node which would then instruct
the correspondent node to direct that nmobile node’'s data traffic to
its claimed care-of address.

This is done by testing whet her packets addressed to the two cl ai ned
addresses are routed to the nobile node. The nobile node can pass
the test only if it is able to supply proof that it received certain
data (the "keygen tokens") which the correspondent node sends to
those addresses. These data are conbined by the nobile node into a
bi ndi ng managenent key, denoted Kbm

The figure bel ow shows the nessage flow for the return routability
procedur e.
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Mobi | e node Hone agent Cor respondent node

| Home Test Init (HoTl) | |

| Care-of Test Init (CoTl)

|

|

|

| |
|

|

|

The Hone and Care-of Test Init nessages are sent at the sane tine.
The procedure requires very little processing at the correspondent
node, and the Hone and Care-of Test nessages can be returned quickly,
perhaps nearly sinultaneously. These four nessages formthe return
routability procedure.

Home Test Init

A nobil e node sends a Hone Test Init nessage to the correspondent
node (via the hone agent) to acquire the hone keygen token. The
contents of the nessage can be sunmarized as foll ows:

* Source Address = hone address
* Destination Address = correspondent
*  Paraneters:

+ home init cookie

The Hone Test Init nessage conveys the nobile node’s hone address
to the correspondent node. The nobile node also sends along a
hone init cookie that the correspondent node nust return later
The Home Test Init nmessage is reverse tunneled through the hone
agent. (The headers and addresses related to reverse tunneling
have been omtted fromthe above di scussion of the nessage
contents.) The nobile node renenbers these cookie values to
obtai n sone assurance that its protocol nessages are being
processed by the desired correspondent node.
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Care-of Test Init
The nobil e node sends a Care-of Test Init nmessage to the
correspondent node (directly, not via the home agent) to acquire
the care-of keygen token. The contents of this nessage can be
sumari zed as foll ows:
* Source Address = care-of address
* Destination Address = correspondent
*  Paraneters:

+ care-of init cookie

The Care-of Test Init nmessage conveys the nobil e node’s care- of
address to the correspondent node. The nobil e node al so sends
along a care-of init cookie that the correspondent node nust
return later. The Care-of Test Init nessage is sent directly to
t he correspondent node.

Home Test
The Hone Test nessage is sent in response to a Hone Test Init
message. It is sent via the honme agent. The contents of the
nessage are:
* Source Address = correspondent
* Destination Address = honme address
*  Paraneters:

+ home init cookie

+ hone keygen token

+ hone nonce i ndex
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When the correspondent node receives the Home Test |nit nessage,
it generates a honme keygen token as foll ows:

hone keygen token : =
First (64, HVAC SHAl (Kcn, (home address | nonce | 0)))

where | denotes concatenation. The final "0" inside the HVAC SHAl
function is a single zero octet, used to distinguish home and
care-of cookies fromeach ot her.

The hone keygen token is formed fromthe first 64 bits of the MAC
The hone keygen token tests that the npbile node can receive were
messages sent to its hone address. Kcn is used in the production
of home keygen token in order to allow the correspondent node to
verify that it generated the home and care-of nonces, w thout
forcing the correspondent node to renmenber a list of all tokens it
has handed out.

The Hone Test nessage is sent to the nobile node via the home
network, where it is presumed that the home agent will tunnel the
nmessage to the nobile node. This nmeans that the nobil e node needs
to already have sent a Binding Update to the hone agent, so that
the hone agent will have received and authorized the new care-of
address for the nobile node before the return routability
procedure. For inproved security, the data passed between the
home agent and the nobile node is made i nmune to inspection and
passive attacks. Such protection is gained by encrypting the hone
keygen token as it is tunneled fromthe home agent to the nobile
node as specified in Section 10.4.6. The security properties of
this additional security are discussed in Section 15.4.1

The honme init cookie fromthe nobile node is returned in the Hone
Test message, to ensure that the nessage conmes froma node on the
route between the hone agent and the correspondent node.
The honme nonce index is delivered to the nobile node to |ater
all ow the correspondent node to efficiently find the nonce val ue
that it used in creating the honme keygen token

Car e-of Test
This message is sent in response to a Care-of Test Init nessage.
This message is not sent via the honme agent, it is sent directly
to the nobile node. The contents of the nessage are:
* Source Address = correspondent

* Destination Address = care-of address
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*  Paraneters:
+ care-of init cookie
+ care-of keygen token
+ care-of nonce index

Wien the correspondent node receives the Care-of Test Init
message, it generates a care-of keygen token as foll ows:

care-of keygen token :=
First (64, HVAC SHAl (Kcn, (care-of address | nonce | 1)))

Here, the final "1" inside the HVAC SHAl1 function is a single
octet containing the hex value 0x01, and is used to distinguish
hone and care-of cookies fromeach other. The keygen token is
formed fromthe first 64 bits of the MAC, and sent directly to the
nobil e node at its care-of address. The care-of init cookie from
the Care-of Test Init nmessage is returned to ensure that the
nmessage conmes froma node on the route to the correspondent node.

The care-of nonce index is provided to identify the nonce used for
the care-of keygen token. The hone and care-of nonce indices MAY
be the sanme, or different, in the Hone and Care-of Test nessages.

Wien the nobil e node has received both the Hone and Care-of Test
messages, the return routability procedure is conplete. As a result
of the procedure, the nobile node has the data it needs to send a

Bi ndi ng Update to the correspondent node. The nobil e node hashes the
tokens together to forma 20 octet binding key Kbm

Kbm = SHA1 (home keygen token | care-of keygen token)

A Binding Update may al so be used to delete a previously established

binding (Section 6.1.7). 1In this case, the care-of keygen token is
not used. Instead, the binding nmanagenent key is generated as
fol | ows:

Kbm = SHA1( hone keygen token)

Note that the correspondent node does not create any state specific
to the nobile node, until it receives the Binding Update fromthat
nmobi | e node. The correspondent node does not naintain the value for
t he bi ndi ng managenent key Kbm it creates Kbm when given the nonce
i ndi ces and the nobil e node’ s addresses.
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5.2.6. Authorizing Binding Managenent Messages
After the nobile node has created the bindi ng managenent key (Kbnj,
it can supply a verifiable Binding Update to the correspondent node.
This section provides an overview of this registration. The bel ow
figure shows the nessage fl ow.
Mobi | e node Cor respondent node

| |

| Bi ndi ng Update (BU) |

|

(MAC, seg#, nonce indices, care-of address)
|
Bi ndi ng Acknowl edgenment (BA) (if sent) |

QCemmmemeemeemeemecmccccccccceeemeceeeeeeeaeaana |
(MAC, seg#, status) |

|
|
|
|
|
|
Bi ndi ng Update

To authorize a Binding Update, the nobile node creates a binding

managenent key Kbm from the keygen tokens as described in the

previ ous section. The contents of the Binding Update include the

fol | owi ng:

*  Source Address = care-of address

* Destination Address = correspondent

*  Paraneters:

+ honme address (within the Hone Address destination option if
different fromthe Source Address)

+ sequence nunber (w thin the Binding Update nessage header)
+ hone nonce index (within the Nonce Indices option)
+ care-of nonce index (within the Nonce Indices option)

+ First (96, HVAC SHA1 (Kbm (care-of address | correspondent
| BY)))

Johnson, et al. Standard Track [ Page 27]



RFC 3775 Mobi lity Support in |Pve June 2004

The Bi ndi ng Update contains a Nonce |Indices option, indicating to
t he correspondent node which honme and care-of nonces to use to
reconpute Kbm the binding managenent key. The MAC is conputed as
described in Section 6.2.7, using the correspondent node’s address
as the destination address and the Bi ndi ng Update nessage itself
("BU'" above) as the MH Dat a.

Once the correspondent node has verified the MAC, it can create a
Bi ndi ng Cache entry for the nobile.

Bi ndi ng Acknow edgenent

The Binding Update is in sone cases acknow edged by the
correspondent node. The contents of the message are as foll ows:

* Source Address = correspondent
* Destination Address = care-of address
*  Paraneters:
+ sequence nunber (w thin the Binding Update nessage header)

+ First (96, HVAC SHA1 (Kbm (care-of address | correspondent
| BA)))

The Bi ndi ng Acknow edgenent contains the sanme sequence nunber as
the Bi nding Update. The MAC i s conputed as described in Section
6.2.7, using the correspondent node’s address as the destination
address and the nessage itself ("BA" above) as the MH Data.

Bi ndi ngs established with correspondent nodes using keys created
by way of the return routability procedure MJUST NOT exceed
MAX_RR BI NDI NG LI FETI ME seconds (see Section 12).

The value in the Source Address field in the | Pv6 header carrying
the Binding Update is normally also the care-of address which is
used in the binding. However, a different care-of address MAY be
specified by including an Alternate Care-of Address mobility
option in the Binding Update (see Section 6.2.5). \Wen such a
message is sent to the correspondent node and the return
routability procedure is used as the authorization nethod, the
Care-of Test Init and Care-of Test nessages MJST have been
performed for the address in the Alternate Care-of Address option
(not the Source Address). The nonce indices and MAC val ue MJST be
based on information gained in this test.
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5.

2.

Bi ndi ng Updates nay al so be sent to delete a previously
established binding. In this case, generation of the binding
managenent key depends exclusively on the hone keygen token and
the care-of nonce index is ignored.

7. Updating Node Keys and Nonces

Correspondent nodes generate nonces at regular intervals. It is
reconmended to keep each nonce (identified by a nonce index)
acceptable for at |east MAX TOKEN LI FETI ME seconds (see Section 12)
after it has been first used in constructing a return routability
nmessage response. However, the correspondent node MJST NOT accept
nonces beyond MAX NONCE LI FETI ME seconds (see Section 12) after the
first use. As the difference between these two constants is 30
seconds, a convenient way to enforce the above lifetines is to
generate a new nonce every 30 seconds. The node can then continue to
accept tokens that have been based on the last 8 (MAX _NONCE_LI FETI ME
/ 30) nonces. This results in tokens being acceptable

MAX _TOKEN LI FETI ME t o MAX_NONCE LI FETI ME seconds after they have been
sent to the nobile node, depending on whether the token was sent at

t he beginning or end of the first 30 second period. Note that the
correspondent node may al so attenpt to generate new nonces on denand,
or only if the old nonces have been used. This is possible, as long
as the correspondent node keeps track of howlong a tinme ago the
nonces were used for the first tine, and does not generate new nonces
on every return routability request.

Due to resource limtations, rapid deletion of bindings, or reboots
the correspondent node may not in all cases recognize the nonces that
the tokens were based on. |If a nonce index is unrecognized, the
correspondent node replies with an error code in the Binding

Acknowl edgement (either 136, 137, or 138 as discussed in Section
6.1.8). The nobile node can then retry the return routability
procedure.

An update of Kcn SHOULD be done at the sane tinme as an update of a
nonce, so that nonce indices can identify both the nonce and the key.
A d Ken values have to be therefore renenbered as |long as old nonce
val ues.

G ven that the tokens are nornmally expected to be usable for
MAX_TOKEN LI FETI ME seconds, the nobile node MAY use them beyond a
single run of the return routability procedure unti

MAX TOKEN LI FETI ME expires. After this the nobile node SHOULD NOT
use the tokens. A fast noving nobile node MAY reuse a recent hone
keygen token from a correspondent node when noving to a new | ocation
and just acquire a new care-of keygen token to show routability in

t he new | ocati on.
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Wil e this does not save the nunber of round-trips due to the

si mul t aneous processi ng of home and care-of return routability tests,
there are fewer nmessages being exchanged, and a potentially |ong
round-trip through the hone agent is avoided. Consequently, this
optim zation is often useful. A nobile node that has nultiple home
addresses, NMAY al so use the sane care-of keygen token for Binding
Updat es concerning all of these addresses.

5.2.8. Preventing Replay Attacks

The return routability procedure also protects the participants

agai nst repl ayed Bi ndi ng Updates through the use of the sequence
nunber and a MAC. Care nust be taken when renovi ng bindings at the
correspondent node, however. Correspondent nodes nust retain

bi ndi ngs and the associ ated sequence nunber information at |east as
I ong as the nonces used in the authorization of the binding are stil
valid. Alternatively, if nenory is very constrained, the
correspondent node MAY invalidate the nonces that were used for the
bi ndi ng being del eted (or sone larger group of nonces that they

bel ong to). This nmay, however, inpact the ability to accept Binding
Updat es from nobil e nodes that have recently received keygen tokens.
This alternative is therefore recomended only as a | ast neasure.

5.3. Dynamic Honme Agent Address Discovery
No security is required for dynam c hone agent address di scovery.
5.4. Mbile Prefix Discovery

The nobil e node and the hone agent SHOULD use an | Psec security
association to protect the integrity and authenticity of the Mbile
Prefix Solicitations and Advertisements. Both the nobile nodes and
the hone agents MUST support and SHOULD use the Encapsul ating
Security Payload (ESP) header in transport node with a non- NULL
payl oad aut hentication algorithmto provide data origin

aut hentication, connectionless integrity and optional anti-replay
protection.

5.5. Payl oad Packets

Payl oad packets exchanged with nobile nodes can be protected in the
usual manner, in the sane way as stationary hosts can protect them
However, Mobile I Pv6 introduces the Hone Address destination option
a routing header, and tunneling headers in the payl oad packets. In
the following we define the security neasures taken to protect these,
and to prevent their use in attacks agai nst other parties.
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This specification limts the use of the Honme Address destination
option to the situation where the correspondent node already has a
Bi ndi ng Cache entry for the given hone address. This avoids the use
of the Hone Address option in attacks described in Section 15. 1.

Mobile | Pv6 uses a Mobile | Pv6 specific type of a routing header
This type provides the necessary functionality but does not open
vul nerabilities discussed in Section 15. 1.

Tunnel s between the nobil e node and the hone agent are protected by
ensuring proper use of source addresses, and optional cryptographic
protection. The nobile node verifies that the outer | P address
corresponds to its hone agent. The hone agent verifies that the
outer | P address corresponds to the current |ocation of the nobile
node (Binding Updates sent to the hone agents are secure). The hone
agent identifies the nobile node through the source address of the

i nner packet. (Typically, this is the hone address of the nobile
node, but it can also be a |link-local address, as discussed in
Section 10.4.2. To recognize the latter type of addresses, the hone
agent requires that the Link-Local Address Conpatibility (L) was set
in the Binding Update.) These neasures protect the tunnels agai nst
vul nerabilities discussed in Section 15. 1.

For traffic tunneled via the hone agent, additional |Psec ESP
encapsul ati on MAY be supported and used. |f multicast group
menbership control protocols or stateful address autoconfiguration
protocol s are supported, payload data protecti on MUST be support ed.

6. New | Pv6 Protocol, Message Types, and Destination Option
6.1. Mbility Header

The Mobility Header is an extension header used by nobile nodes,
correspondent nodes, and hone agents in all messaging related to the
creation and nmanagenent of bindings. The subsections within this
section describe the nessage types that may be sent using the

Mobi ity Header.

Mobil ity Header nessages MUST NOT be sent with a type 2 routing
header, except as described in Section 9.5.4 for Binding

Acknowl edgenent. Mbbility Header nessages al so MJUST NOT be used with
a Hone Address destination option, except as described in Section
11.7.1 and Section 11.7.2 for Binding Update. Binding Update List or
Bi ndi ng Cache information (when present) for the destination MJUST NOT
be used in sending Mbility Header nmessages. That is, Mbility
Header messages bypass both the Bi nding Cache check described in
Section 9.3.2 and the Binding Update List check described in Section

Johnson, et al. Standard Track [ Page 31]



RFC 3775 Mobi lity Support in |Pve June 2004

11.3.1 which are nornally perforned for all packets. This applies
even to nessages sent to or froma correspondent node which is itself
a mobil e node.

6.1.1. For mat

The Mobility Header is identified by a Next Header value of 135 in
the i medi ately precedi ng header, and has the follow ng fornat:

B T T T o o S S S e i S S Tk e e Y S
| Payload Proto | Header Len | VH Type | Reserved

B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
+-

Checksum | |
i T S e S i koI T S R |
|

Message Dat a
|
B Lt r s i i i o o T s ks S R S
Payl oad Proto
8-bit selector. Identifies the type of header immediately
following the Mobility Header. Uses the same values as the | Pv6
Next Header field [11].

This field is intended to be used by a future extension (see
Appendi x B.1).

| mpl enentations confornming to this specification SHOULD set the
payl oad protocol type to | PPROTO NONE (59 deci mal)

Header Len

8-bit unsigned integer, representing the Iength of the Mbility
Header in units of 8 octets, excluding the first 8 octets.

The length of the Mbility Header MJUST be a nultiple of 8 octets.
MH Type

8-bit selector. Identifies the particular nobility nessage in

guestion. Current values are specified in Section 6.1.2 and

onward. An unrecogni zed MH Type field causes an error indication
to be sent.
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Reser ved

8-bit field reserved for future use. The value MJST be
initialized to zero by the sender, and MJST be ignored by the
recei ver.

Checksum

16-bit unsigned integer. This field contains the checksum of the
Mobility Header. The checksumis calculated fromthe octet string
consi sting of a "pseudo-header” followed by the entire Mbility
Header starting with the Payload Proto field. The checksumis the
16-bit one’'s conpl enent of the one’'s conplenent sumof this
string.

The pseudo- header contains | Pv6 header fields, as specified in
Section 8.1 of RFC 2460 [11]. The Next Header value used in the
pseudo- header is 2. The addresses used in the pseudo-header are
t he addresses that appear in the Source and Destination Address
fields in the I Pv6 packet carrying the Mbility Header

Note that the procedures of cal culating upper |ayer checksuns
whil e away from hone described in Section 11.3.1 apply even for
the Mobility Header. |If a nobility nessage has a Hone Address
destination option, then the checksum cal cul ati on uses the hone
address in this option as the value of the | Pv6 Source Address
field. The type 2 routing header is treated as explained in [11].

The Mobility Header is considered as the upper |ayer protocol for
t he purposes of calculating the pseudo-header. The Upper-Layer
Packet Length field in the pseudo-header MJST be set to the total
I ength of the Mdbility Header

For computing the checksum the checksumfield is set to zero
Message Data

A variable length field containing the data specific to the
i ndi cated Mobility Header type.

Mobile I Pv6 al so defines a nunber of "nobility options" for use
within these nessages; if included, any options MJST appear after the
fixed portion of the nessage data specified in this docunent. The
presence of such options will be indicated by the Header Len field

wi thin the nmessage. When the Header Len value is greater than the

Il ength required for the nmessage specified here, the remaining octets
are interpreted as nobility options. These options include padding
options that can be used to ensure that other options are aligned
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properly, and that the total |ength of the nessage is divisible by 8.
The encoding and format of defined options are described in Section
6. 2.

Alignment requirements for the Mbility Header are the sanme as for
any | Pv6 protocol Header. That is, they MJUST be aligned on an 8-
octet boundary.

6.1.2. Binding Refresh Request Message

The Bi ndi ng Refresh Request (BRR) nessage requests a nobile node to
update its nobility binding. This nessage is sent by correspondent
nodes according to the rules in Section 9.5.5. Wen a nobile node
recei ves a packet containing a Binding Refresh Request nessage it
processes the nessage according to the rules in Section 11.7.4.

The Bi ndi ng Refresh Request nessage uses the MH Type value 0. \When
this value is indicated in the MH Type field, the format of the
Message Data field in the Mobility Header is as follows:

R e o i Sl T S R SR

| Reserved |

B T e o i S I i i S S N iy St S I S S
Mobility options

B T e o i S I i i S S N iy St S I S S

Reser ved

16-bit field reserved for future use. The value MJST be
initialized to zero by the sender, and MJST be ignored by the
recei ver.

Mobility Options

Vari able-1ength field of such length that the conplete Mbility
Header is an integer nultiple of 8 octets long. This field
contains zero or nore TLV-encoded nobility options. The encoding
and format of defined options are described in Section 6.2. The
recei ver MJUST ignore and skip any options which it does not
under st and.
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There MAY be additional information, associated with this Binding
Refresh Request nessage that need not be present in all Binding
Ref resh Request nessages sent. Mobility options allow future
extensions to the format of the Binding Refresh Request nessage to
be defined. This specification does not define any options valid
for the Binding Refresh Request nessage.

If no actual options are present in this nessage, no padding is
necessary and the Header Len field will be set to O.

6.1.3. Home Test Init Message

A nobil e node uses the Home Test Init (HoTl) nessage to initiate the
return routability procedure and request a honme keygen token froma
correspondent node (see Section 11.6.1). The Home Test Init nessage
uses the MH Type value 1. Wien this value is indicated in the M
Type field, the format of the Message Data field in the Mbility
Header is as follows:

e T

| Reserved |
B i S S S S T Tk w s we S S S S S

+-
+ Honme I nit Cookie
B e ol e il e i oI T i T S S e S e e i S i S e e e e

|
+
|
+
|
Mobility Options
|
I N S S T it N SRR s
Reserved
16-bit field reserved for future use. This value MJST be
initialized to zero by the sender, and MJST be ignored by the
receiver.
Hone I nit Cookie
64-bit field which contains a random val ue, the hone init cookie.
Mobility Options
Vari able-1ength field of such length that the conplete Mbility

Header is an integer nultiple of 8 octets long. This field
contains zero or nore TLV-encoded nobility options. The receiver
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MUST i gnore and skip any options which it does not understand.
This specification does not define any options valid for the Hone
Test Init nmessage.

If no actual options are present in this nessage, no padding is
necessary and the Header Len field will be set to 1.

This message is tunnel ed through the home agent when the nobile node
is away from hone. Such tunneling SHOULD enpl oy | Psec ESP in tunne
node between the honme agent and the nobile node. This protection is
i ndi cated by the I Psec security policy database. The protection of
Honme Test Init nessages is unrelated to the requirenent to protect
regul ar payload traffic, which MAY use such tunnels as well.

6.1.4. Care-of Test Init Message

A nobil e node uses the Care-of Test Init (CoTl) nessage to initiate
the return routability procedure and request a care-of keygen token
froma correspondent node (see Section 11.6.1). The Care-of Test
Init nessage uses the MH Type value 2. Wen this value is indicated
in the MH Type field, the format of the Message Data field in the
Mobility Header is as follows:

e S e S S et sl it N S

| Reser ved |
B i T e S i i i i T S S e e S i o i I T N S

+-
+ Care-of Init Cookie
e T T e O e ik i S g s s i T S S S S S S S

|
+
|
+
|
Mobility Options
|
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
Reser ved
16-bit field reserved for future use. The value MJST be
initialized to zero by the sender, and MJST be ignored by the
recei ver.

Care-of Init Cookie

64-bit field which contains a random val ue, the care-of init
cooki e.
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Mobility Options

Vari able-1ength field of such length that the conplete Mbility
Header is an integer nultiple of 8 octets long. This field
contains zero or nore TLV-encoded nobility options. The receiver
MUST i gnore and skip any options which it does not understand.
This specification does not define any options valid for the
Care-of Test Init nessage.

If no actual options are present in this nessage, no padding is
necessary and the Header Len field will be set to 1.

6.1.5. Hone Test Message

The Hone Test (HoT) nmessage is a response to the Home Test Init
message, and is sent fromthe correspondent node to the nobile node
(see Section 5.2.5). The Hone Test nessage uses the MH Type val ue 3.
When this value is indicated in the MH Type field, the format of the
Message Data field in the Mobility Header is as follows:

R e o i Sl T S R SR
| Home Nonce | ndex |

B T T S T T S s S S S S i S S S S S

Honme I nit Cookie

Hone Keygen Token

+-
L
|-|-- I T T S S i e S A e
L
|+- T e S T T S S S S
|

T+ +

Mobility options
e e i i e T S i S e e e R

Honme Nonce | ndex

This field will be echoed back by the nobile node to the
correspondent node in a subsequent Bindi ng Update.

Honme I nit Cookie

64-bit field which contains the honme init cookie.
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Hone Keygen Token

This field contains the 64 bit home keygen token used in the
return routability procedure.

Mobility Options

Vari abl e-1ength field of such I ength that the conplete Mbility
Header is an integer nultiple of 8 octets long. This field
contains zero or nore TLV-encoded nobility options. The receiver
MUST i gnore and skip any options which it does not understand.
This specification does not define any options valid for the Hone
Test nessage.

If no actual options are present in this nessage, no padding is
necessary and the Header Len field will be set to 2.

6.1.6. Care-of Test Message

The Care-of Test (CoT) nessage is a response to the Care-of Test Init
nmessage, and is sent fromthe correspondent node to the nobil e node
(see Section 11.6.2). The Care-of Test nessage uses the IH Type
value 4. When this value is indicated in the MH Type field, the
format of the Message Data field in the Mobility Header is as

fol | ows:

R e o i Sl T S R SR
| Car e-of Nonce | ndex |

B T T S T T S s S S S S i S S S S S

Care-of Init Cookie

Car e- of Keygen Token

+-
L
|-|-- I T T S S i e S A e
L
|+- T e S T T S S S S
|

T+ +

Mobility Options
e e i i e T S i S e e e R

Car e- of Nonce | ndex

This value will be echoed back by the nobile node to the
correspondent node in a subsequent Bindi ng Update.
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Care-of Init Cookie
64-bit field which contains the care-of init cookie.
Car e- of Keygen Token

This field contains the 64 bit care-of keygen token used in the
return routability procedure.

Mobility Options

Vari abl e-1ength field of such length that the conplete Mbility
Header is an integer nultiple of 8 octets long. This field
contains zero or nore TLV-encoded nobility options. The receiver
MJUST ignore and skip any options which it does not understand.
This specification does not define any options valid for the

Car e-of Test nessage.

If no actual options are present in this nessage, no padding is
necessary and the Header Len field will be set to 2.

6.1.7. Binding Update Message

The Bi ndi ng Update (BU) nessage is used by a nobile node to notify
ot her nodes of a new care-of address for itself. Binding Updates are
sent as described in Section 11.7.1 and Section 11.7.2.

The Bi ndi ng Update uses the MH Type value 5. Wen this value is
indicated in the MH Type field, the format of the Message Data field
in the Mbility Header is as follows:

Bk o I I e S S T e e e e
| Sequence # |

B i S S T iy S S I e i I i stk sl s S S S
Al H L| K] Reserved | Lifetime
B e i T o e R S i I TR S T i ol ot SR S e S e S S e i o o

I
Mobility options .
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
Acknowl edge (A)
The Acknow edge (A) bit is set by the sending nobile node to

request a Bi ndi ng Acknow edgenment (Section 6.1.8) be returned upon
recei pt of the Binding Update.
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Honme Registration (H)

The Hone Registration (H) bit is set by the sending nobile node to
request that the receiving node should act as this node’s home
agent. The destination of the packet carrying this message MJST
be that of a router sharing the same subnet prefix as the honme
address of the nobile node in the binding.

Li nk- Local Address Conpatibility (L)

The Link-Local Address Conpatibility (L) bit is set when the hone
address reported by the nobile node has the sane interface
identifier as the nobile node's Iink-1ocal address.

Key Managenent Mobility Capability (K)

If this bit is cleared, the protocol used for establishing the

| Psec security associations between the nobile node and the hone
agent does not survive novenents. It nay then have to be rerun.
(Note that the | Psec security associations thenselves are expected
to survive novenents.) |If manual |Psec configuration is used, the
bit MJIST be cl eared.

This bit is valid only in Binding Updates sent to the hone agent,
and MUST be cleared in other Binding Updates. Correspondent nodes
MUST ignore this bit.

Reser ved

These fields are unused. They MJST be initialized to zero by the
sender and MJST be ignored by the receiver

Sequence #

A 16-bit unsigned integer used by the receiving node to sequence
Bi ndi ng Updates and by the sending node to match a returned
Bi ndi ng Acknowl edgenent with this Binding Update.

Lifetine

16-bit unsigned integer. The nunber of time units remnaining
before the binding MIUST be considered expired. A value of zero

i ndi cates that the Binding Cache entry for the nobile node MJUST be
deleted. (In this case the specified care-of address MJST al so be
set equal to the hone address.) One tinme unit is 4 seconds.
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Mobility Options

Vari able-1ength field of such length that the conplete Mbility
Header is an integer nultiple of 8 octets long. This field
contains zero or nore TLV-encoded nobility options. The encoding
and format of defined options are described in Section 6.2. The
recei ver MJUST ignore and skip any options which it does not
under st and.

The followi ng options are valid in a Binding Update:

*  Binding Authorization Data option (this option is nandatory in
Bi ndi ng Updates sent to a correspondent node)

* Nonce Indices option
* Aternate Care-of Address option

If no options are present in this nessage, 4 octets of padding are
necessary and the Header Len field will be set to 1

The care-of address is specified either by the Source Address field
in the I Pv6 header or by the Alternate Care-of Address option, if
present. The care-of address MJST be a uni cast routable address.

| Pv6 Source Address MJUST be a topologically correct source address.

Bi ndi ng Updates for a care-of address which is not a unicast routable
address MJST be silently discarded. Sinmilarly, the Binding Update
MUST be silently discarded if the care-of address appears as a hone
address in an existing Binding Cache entry, with its current |ocation
creating a circular reference back to the hone address specified in
the Bi ndi ng Update (possibly through additional entries).

The del etion of a binding can be indicated by setting the Lifetine
field to 0 and by setting the care-of address equal to the hone
address. In deletion, the generation of the bindi ng nanagenent key
depends excl usively on the hone keygen token, as explained in Section
5.2.5. (Note that while the senders are required to set both the
Lifetime field to O and the care-of address equal to the hone
address, Section 9.5.1 rules for receivers are nore liberal, and
interpret either condition as a deletion.)

Cor respondent nodes SHOULD NOT del ete the Binding Cache entry before
the lifetinme expires, if any application hosted by the correspondent
node is still likely to require comunication with the nobile node.

A Binding Cache entry that is de-allocated prematurely m ght cause
subsequent packets to be dropped fromthe nobile node, if they
contain the Hone Address destination option. This situation is
recoverable, since a Binding Error nessage is sent to the nobile node
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(see Section 6.1.9); however, it causes unnecessary delay in the
commruni cati ons.

6.1.8. Binding Acknow edgenent Message

The Bi ndi ng Acknow edgenent is used to acknow edge receipt of a
Bi ndi ng Update (Section 6.1.7). This packet is sent as described in
Section 9.5.4 and Section 10. 3. 1.

The Bi ndi ng Acknowl edgenent has the MH Type value 6. Wen this val ue
is indicated in the WH Type field, the format of the Message Data
field in the Mbility Header is as follows:

Bk o I I e S S T e e e e
| St at us | K| Reserved |
B T T T o o S S S e i S S Tk e e Y S
| Sequence # | Lifetime |
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5

Mobility options
B T S S e s e i s S i S S S S S S T S SR S S S i S S S

Key Managenent Mobility Capability (K)

If this bit is cleared, the protocol used by the honme agent for

establishing the | Psec security associati ons between the nobile

node and the hone agent does not survive novenents. It may then
have to be rerun. (Note that the |IPsec security associations

t hemsel ves are expected to survive novenments.)

Correspondent nodes MJST set the K bit to O.
Reserved

These fields are unused. They MJST be initialized to zero by the
sender and MUST be ignored by the receiver.
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St at us
8-bit unsigned integer indicating the disposition of the Binding
Update. Values of the Status field |l ess than 128 indicate that
the Bi ndi ng Update was accepted by the receiving node. Values
greater than or equal to 128 indicate that the Binding Update was
rejected by the receiving node. The follow ng Status val ues are
currently defined:
0 Bi ndi ng Update accepted
1 Accepted but prefix discovery necessary
128 Reason unspecified
129 Administratively prohibited
130 I nsufficient resources
131 Hone registration not supported
132 Not hone subnet
133 Not hone agent for this nobile node
134 Duplicate Address Detection failed
135 Sequence nunber out of w ndow
136 Expired hone nonce index
137 Expired care-of nonce index
138 Expired nonces
139 Regi stration type change di sal | owed

Up-to-date values of the Status field are to be specified in the | ANA
regi stry of assigned nunbers [19].

Sequence #
The Sequence Nunber in the Binding Acknow edgenent is copied from
the Sequence Nunber field in the Binding Update. It is used by

the nmobile node in matching this Binding Acknow edgenent with an
out st andi ng Bi ndi ng Updat e.
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Lifetine

The granted lifetime, in tinme units of 4 seconds, for which this
node SHOULD retain the entry for this nobile node in its Binding
Cache.

The value of this field is undefined if the Status field indicates
that the Binding Update was rejected.

Mobility Options

Vari abl e-1ength field of such length that the conplete Mbility
Header is an integer nultiple of 8 octets long. This field
contains zero or nore TLV-encoded nobility options. The encoding
and format of defined options are described in Section 6.2. The
recei ver MJST ignore and skip any options which it does not
under st and.

There MAY be additional information, associated with this Binding
Acknowl edgenent that need not be present in all Binding

Acknowl edgenents sent. Mbility options allow future extensions

to the format of the Bindi ng Acknow edgenent to be defined. The

followi ng options are valid for the Binding Acknow edgenent:

*  Binding Authorization Data option (this option is nandatory in
Bi ndi ng Acknowl edgenents sent by a correspondent node, except
where otherwi se noted in Section 9.5.4)

*  Binding Refresh Advice option

If no options are present in this nessage, 4 octets of padding are
necessary and the Header Len field will be set to 1

6.1.9. Binding Error Message
The Binding Error (BE) nessage is used by the correspondent node to
signal an error related to nobility, such as an inappropriate attenpt

to use the Hone Address destination option w thout an existing
bi ndi ng; see Section 9.3.3 for details.
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The Bi nding Error nessage uses the WH Type value 7. Wen this val ue
is indicated in the WH Type field, the format of the Message Data
field in the Mbility Header is as follows:

B il i S S S S S T S S
| St at us | Reserved
B s S S i i i i I T S S S S S S S S S i N

+— A A+ 4

|
+
|
Honme Address +
|
+
|
+

i T e e e e i et ot S S S S S R RN TR RN S e ol S S S e sl S
Mobility Options
B T T i e e S e e e R e ale i S T S e e S e i o e sl i S T

St at us

8-bit unsigned integer indicating the reason for this nessage.
The follow ng values are currently defined:

1 Unknown binding for Home Address destination option
2 Unrecogni zed WMH Type val ue
Reserved
A 8-bit field reserved for future use. The value MJST be
initialized to zero by the sender, and MJST be ignored by the
receiver.
Hone Address
The honme address that was contained in the Hone Address
destination option. The nobile node uses this information to

det ermi ne whi ch bindi ng does not exist, in cases where the nobile
node has several hone addresses.
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Mobility Options

Vari able-1ength field of such length that the conplete Mbility
Header is an integer nultiple of 8 octets long. This field
contains zero or nore TLV-encoded nobility options. The receiver
MUST i gnore and skip any options which it does not understand.

There MAY be additional information, associated with this Binding
Error message that need not be present in all Binding Error
messages sent. Mobility options allow future extensions to the
format of the format of the Binding Error nessage to be defined.
The encoding and fornmat of defined options are described in
Section 6.2. This specification does not define any options valid
for the Binding Error nessage.

If no actual options are present in this nessage, no padding is
necessary and the Header Len field will be set to 2.

6.2. Mbility Options

Mobil ity messages can include zero or nore mobility options. This
all ows optional fields that may not be needed in every use of a
particular Mbility Header, as well as future extensions to the
format of the nessages. Such options are included in the Message
Data field of the nessage itself, after the fixed portion of the
nmessage data specified in the message subsections of Section 6. 1.

The presence of such options will be indicated by the Header Len of
the Mobility Header. |If included, the Binding Authorization Data
option (Section 6.2.7) MJST be the | ast option and MJUST NOT have
trailing padding. Oherw se, options can be placed in any order.

6.2. 1. For mat

Mobility options are encoded within the remaining space of the
Message Data field of a nobility nmessage, using a type-I|ength-val ue
(TLV) format as follows:

0 1 2 3
01234567890123456789012345678901
B S S T o S S S S s S S S S S S S

| Option Type | Option Length | Option Data. ..
B s S S i i i ks a ks st S S S S S S
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Option Type

8-bit identifier of the type of nmobility option. When processing
a Mobility Header containing an option for which the Option Type
val ue is not recognized by the receiver, the receiver MIST quietly
i gnore and skip over the option, correctly handling any renaini ng
options in the nessage.

Option Length

8-bit unsigned integer, representing the length in octets of the
nmobi lity option, not including the Option Type and Option Length
fields.

Option Data
A variable length field that contains data specific to the option

The followi ng subsections specify the Option types which are
currently defined for use in the Mbility Header

| mpl enentati ons MUST silently ignore any nmobility options that they
do not under st and.

Mobility options nmay have alignnent requirenents. Follow ng the
convention in | Pv6, these options are aligned in a packet so that

nmul ti-octet values within the Option Data field of each option fal

on natural boundaries (i.e., fields of width n octets are placed at
an integer multiple of n octets fromthe start of the header, for n =
1, 2, 4, or 8) [11].

6.2.2. Padl

The Padl option does not have any alignnment requirements. Its format
is as follows:

0
01234567
R it i i s S
| Type = 0 |
i R i i i e

NOTE! the format of the Padl option is a special case - it has
nei ther Option Length nor Option Data fields.
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The Padl option is used to insert one octet of padding in the
Mobility Options area of a Mbility Header. |f nobre than one octet
of padding is required, the PadN option, described next, should be
used rather than nultiple Padl options.

6.2.3. PadN

The PadN option does not have any alignnment requirenments. Its fornat
is as follows:

0 1
0123456789012345

B I e i e S T T T T
| Type = 1 | Option Length | Option Data

R i T e e S i s ik i I S e

The PadN option is used to insert two or nore octets of padding in
the Mobility Options area of a nobility nessage. For N octets of
paddi ng, the Option Length field contains the value N2, and the
Option Data consists of N2 zero-valued octets. PadN Option data
MUST be ignored by the receiver

6.2.4. Binding Refresh Advice

The Bi ndi ng Refresh Advice option has an alignnment requirenent of 2n
Its format is as foll ows:

0 1 2 3
01234567890123456789012345678901
B s T i S e
| Type = 2 | Length = 2
e R e m e i T e e i e
| Refresh Interval |
B b i i S S R S S S

The Bi nding Refresh Advice option is only valid in the Binding
Acknowl edgenent, and only on Bi ndi ng Acknowl edgenents sent fromthe
nmobi | e node’s honme agent in reply to a hone registration. The
Refresh Interval is nmeasured in units of four seconds, and indicates
remaining tine until the nobile node SHOULD send a new hone
registration to the home agent. The Refresh Interval MJST be set to
indicate a smaller time interval than the Lifetime value of the

Bi ndi ng Acknow edgenent.
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6.2.5. Alternate Care-of Address

The Alternate Care-of Address option has an alignment requirenent of
8n+6. Its format is as follows:

0 1 2 3
01234567890123456789012345678901
Bk o I I e S S T e e e e
| Type = 3 | Length = 16
B T S St i i T s T e o S S i St SN
| |
+ +
| |
+ Al ternate Care-of Address +
| |
+ +
| |
+- +

T S o i T T T i S S S S S S

Nornmal |y, a Binding Update specifies the desired care-of address in
the Source Address field of the | Pv6 header. However, this is not
possi ble in some cases, such as when the nobile node w shes to

i ndicate a care-of address which it cannot use as a topologically
correct source address (Section 6.1.7 and Section 11.7.2) or when the
used security nmechani sm does not protect the | Pv6 header (Section
11.7.1).

The Alternate Care-of Address option is provided for these
situations. This option is valid only in Binding Update. The
Alternate Care-of Address field contains an address to use as the
care-of address for the binding, rather than using the Source Address
of the packet as the care-of address.

6.2.6. Nonce | ndi ces

The Nonce | ndices option has an alignnent requirenent of 2n. Its
format is as follows:

0 1 2 3
01234567890123456789012345678901
T S S S e e o

| Type = 4 | Length = 4
B s S S i i i ks a ks st S S S S S S
Home Nonce | ndex | Care- of Nonce | ndex |

T I T S S I T it S S S S S T i S S L T s
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The Nonce Indices option is valid only in the Bi nding Update nessage
sent to a correspondent node, and only when present together with a
Bi ndi ng Authorization Data option. When the correspondent node

aut hori zes the Binding Update, it needs to produce hone and care-of

keygen tokens fromits stored random nonce val ues.

The Hone Nonce Index field tells the correspondent node which nonce
val ue to use when produci ng the hone keygen token

The Care-of Nonce Index field is ignored in requests to delete a
binding. OQherwise, it tells the correspondent node whi ch nonce
val ue to use when producing the care-of keygen token

6.2.7. Binding Authorization Data

The Bi ndi ng Aut horization Data option does not have ali gnnment

requi renents as such. However, since this option nust be the | ast
nmobility option, an inplicit alignment requirenent is 8n + 2. The
format of this option is as follows:

0 1 2 3
01234567890123456789012345678901
B il i S S S S S T S S
| Type = 5 | Option Length
B e e i S e e T s i i S T R SR S S S S T S i

+-
I I
+ +
| Aut hent i cat or

+ +
| |
e e i i e T S i S e e e R

The Bi ndi ng Aut hori zation Data option is valid in the Binding Update
and Bi ndi ng Acknow edgenent .

The Option Length field contains the length of the authenticator in
octets.

The Aut henticator field contains a cryptographic val ue which can be
used to determine that the nmessage in question cones fromthe right
authority. Rules for calculating this value depends on the used
aut hori zati on procedure.
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For the return routability procedure, this option can appear in the
Bi ndi ng Update and Bi ndi ng Acknow edgenents. Rules for calculating
the Aut henticator value are the follow ng:

Mobility Data
Aut hent i cat or

= care-of address | correspondent | MH Data

= First (96, HWAC SHA1 (Kbm Mbbility Data))

Where | denotes concatenation. "Care-of address" is the care-of
address which will be registered for the nobile node if the Binding
Updat e succeeds, or the hone address of the nobile node if this
option is used in de-registration. Note also that this address night
be different fromthe source address of the Bi nding Update nessage,
if the Alternative Care-of Address nmobility option is used, or when
the lifetime of the binding is set to zero.

The "correspondent” is the | Pv6 address of the correspondent node.
Note that, if the nessage is sent to a destination which is itself
nobil e, the "correspondent” address nay not be the address found in
the Destination Address field of the | Pv6 header; instead the hone
address fromthe type 2 Routing header should be used.

"WMH Data" is the content of the Mbility Header, excluding the

Aut henticator field itself. The Authenticator value is calculated as
if the Checksumfield in the Mbility Header was zero. The Checksum
inthe transmtted packet is still calculated in the usual nanner,
with the cal cul ated Aut henticator being a part of the packet
protected by the Checksum Kbmis the binding nanagenent key, which
is typically created using nonces provided by the correspondent node
(see Section 9.4). Note that while the contents of a potential Hone
Addr ess destination option are not covered in this fornula, the rules
for the calculation of the Komdo take the hone address in account.
This ensures that the MAC will be different for different hone

addr esses.

The first 96 bits fromthe MAC result are used as the Authenticator
field.

6.3. Honme Address Option
The Hone Address option is carried by the Destination Option
ext ensi on header (Next Header value = 60). It is used in a packet

sent by a nobile node while away from hone, to informthe recipient
of the nobile node’s hone address.
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The Hone Address option is encoded in type-length-value (TLV) fornat
as foll ows:

0 1 2 3
01234567890123456789012345678901
B ol ok ks o S S S e e e S
| Option Type | Option Length
B i T e S i i i i T S S e e S i o i I T N S

+-

| |
+ +
| |
+ Hone Address +
| |
+ +
| |
B T T T o o S S S e i S S Tk e e Y S

Option Type
201 = 0OxC9
Option Length

8-bit unsigned integer. Length of the option, in octets,
excluding the Option Type and Option Length fields. This field
MJUST be set to 16.

Honme Address

The hone address of the nobile node sending the packet. This
address MJST be a uni cast routable address.

The alignnent requirenent [11] for the Hone Address option is 8n+6.

The three highest-order bits of the Option Type field are encoded to
i ndi cate specific processing of the option [11]; for the Hone Address
option, these three bits are set to 110. This indicates the

foll owi ng processing requirenments:

0 Any IPv6 node that does not recognize the Option Type nust discard
the packet, and if the packet’s Destination Address was not a
mul ti cast address, return an | CMP Paraneter Problem Code 2,
message to the packet’s Source Address. The Pointer field in the
| CMP nessage SHOULD point at the Option Type field. Oherw se,
for multicast addresses, the | CVMP nessage MJUST NOT be sent.

o0 The data within the option cannot change en route to the packet’s
final destination.
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The Hone Address option MUST be placed as foll ows:
o After the routing header, if that header is present
0 Before the Fragnment Header, if that header is present

o Before the AH Header or ESP Header, if either one of those headers
are present

For each | Pv6 packet header, the Home Address Option MJST NOT appear
nmore than once. However, an encapsul ated packet [15] MAY contain a
separate Hone Address option associated with each encapsulating I P
header .

The inclusion of a Hone Address destination option in a packet
affects the receiving node’s processing of only this single packet.
No state is created or nodified in the receiving node as a result of
receiving a Home Address option in a packet. In particular, the
presence of a Hone Address option in a received packet MJST NOT alter
the contents of the receiver’'s Binding Cache and MJUST NOT cause any
changes in the routing of subsequent packets sent by this receiving
node.

6.4. Type 2 Routing Header

Mobil e | Pv6 defines a new routing header variant, the type 2 routing
header, to allow the packet to be routed directly froma
correspondent to the nobile node’s care-of address. The nobile
node’ s care-of address is inserted into the | Pv6 Destination Address
field. Once the packet arrives at the care-of address, the nobile
node retrieves its honme address fromthe routing header, and this is
used as the final destination address for the packet.

The new routing header uses a different type than defined for
"regular"” 1Pv6 source routing, enabling firewalls to apply different
rules to source routed packets than to Mobile IPv6. This routing
header type (type 2) is restricted to carry only one | Pv6 address.
Al'l 1 Pv6 nodes which process this routing header MJST verify that the
address contained within is the node’s own hone address in order to
prevent packets from being forwarded outside the node. The IP
address contained in the routing header, since it is the nobile
node’ s hone address, MJST be a unicast routabl e address.

Furthernmore, if the scope of the honme address is snaller than the
scope of the care-of address, the nobile node MIST discard the packet
(see Section 4.6).
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6.4.1. Fornmat
The type 2 routing header has the follow ng format:
B T e o i S I i i S S N iy St S I S S
| Next Header | Hdr Ext Len=2 | Routing Type=2| Segnents Left=1
I S S S T it S S S S S ik e S
| Reser ved
T i T i S i S S S
| |
+ +
| |
+ Home Address +
| |
+ +
| |
B T e o i S I i i S S N iy St S I S S

Next Header
8-bit selector. |Identifies the type of header imediately
followi ng the routing header. Uses the sanme values as the |IPv6
Next Header field [11].

Hdr Ext Len

2 (8-bit unsigned integer); length of the routing header in 8-
octet units, not including the first 8 octets.

Routi ng Type

2 (8-bit unsigned integer).
Segrments Left

1 (8-bit unsigned integer).
Reserved

32-bit reserved field. The value MIUST be initialized to zero by
the sender, and MUST be ignored by the receiver

Honme Address

The Hone Address of the destination Mbile Node.
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For a type 2 routing header, the Hdr Ext Len MJST be 2. The Segnents
Left val ue describes the number of route segnents renaining; i.e.
nurmber of explicitly listed intermnmediate nodes still to be visited
before reaching the final destination. Segnents Left MJUST be 1. The
ordering rules for extension headers in an |Pv6 packet are described
in Section 4.1 of RFC 2460 [11]. The type 2 routing header defined
for Mobile IPv6 follows the sanme ordering as other routing headers.

If both a type 0 and a type 2 routing header are present, the type 2
routi ng header should follow the other routing header. A packet
cont ai ni ng such nested encapsul ati on should be created as if the
inner (type 2) routing header was constructed first and then treated
as an original packet by the outer (type 0) routing header
construction process.

In addition, the general procedures defined by |Pv6 for routing
headers suggest that a received routing header MAY be automatically
"reversed" to construct a routing header for use in any response
packets sent by upper-layer protocols, if the received packet is
authenticated [6]. This MJUST NOT be done autonatically for type 2
routi ng headers.

6.5. | CWP Home Agent Address Di scovery Request Message

The | CvP Hone Agent Address Discovery Request nessage is used by a
nobil e node to initiate the dynani c hone agent address di scovery
nmechani sm as described in Section 11.4.1. The nobile node sends the
Home Agent Address Discovery Request nessage to the Mbile | Pv6

Home- Agents anycast address [16] for its own hone subnet prefix.
(Note that the currently defined anycast addresses may not work with
all prefix lengths other than those defined in RFC 2373 [3, 35].)

0 1 2 3
01234567890123456789012345678901
T S i o S S e i < S S S S S S S S S S

| Type | Code | Checksum |
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| Identifier | Reser ved |

T S o T 2T e S S S i o S S S S B S
Type

144
Code

0

Johnson, et al. Standard Track [ Page 55]



RFC 3775 Mobi lity Support in |Pve June 2004

Checksum
The | CWP checksum [ 14] .
Il dentifier

An identifier to aid in matchi ng Hone Agent Address Di scovery
Reply messages to this Home Agent Address Discovery Request
nessage

Reser ved

This field is unused. It MJST be initialized to zero by the
sender and MUST be ignored by the receiver

The Source Address of the Home Agent Address Di scovery Request
message packet is typically one of the nobile node’ s current care-of
addresses. At the tine of perfornmng this dynanic hone agent address
di scovery procedure, it is likely that the nobile node is not

regi stered with any honme agent. Therefore, neither the nature of the
address nor the identity of the nobile node can be established at
this time. The honme agent MJST then return the Hone Agent Address

Di scovery Reply nessage directly to the Source Address chosen by the
nobi | e node.

6.6. | CWP Honme Agent Address Discovery Reply Message

The |1 CvP Hone Agent Address Discovery Reply nessage is used by a home
agent to respond to a nobile node that uses the dynam c hone agent
address di scovery nechanism as described in Section 10.5.

0 1 2 3
01234567890123456789012345678901
T S i o S S e i < S S S S S S S S S S

| Type | Code | Checksum |
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| Identifier | Reser ved |

B Lt r s i i i o o T s ks S R S
. .
Honme Agent Addresses
+ +

T S i S e T S S S i T S S S S SIS &
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Type
145
Code
0
Checksum
The |1 QWP checksum [ 14] .
Identifier

The identifier fromthe invoki ng Hone Agent Address Di scovery
Request nmessage.

Reser ved

This field is unused. It MJST be initialized to zero by the
sender and MUST be ignored by the receiver

Home Agent Addresses

A list of addresses of honme agents on the honme link for the nobile
node. The nunber of addresses presented in the list is indicated

by the remaining length of the | Pv6 packet carrying the Hone Agent
Address Di scovery Reply nessage.

6.7. |1CWP Mobile Prefix Solicitation Message Fornat

The 1 CVP Mobile Prefix Solicitation Message is sent by a nobile node
to its hone agent while it is away from honme. The purpose of the
message is to solicit a Mobile Prefix Advertisenent fromthe home
agent, which will allow the nobile node to gather prefix information
about its hone network. This information can be used to configure
and update hone address(es) according to changes in prefix

i nformation supplied by the honme agent.

0 1 2 3
01234567890123456789012345678901
i S S S T i i S S i i S S S S R T T

| Type | Code | Checksum
B o T T S e i i Sl NI S e S et ol mt ST T S i S S
| I dentifier | Reserved |

T S i S o T < S S e T i S SIS
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| P Fields:
Sour ce Address
The nobil e node’ s care-of address.
Destinati on Address
The address of the npbile node’s hone agent. This hone agent nust
be on the Iink that the nobile node wishes to | earn prefix
i nformati on about.
Hop Limt

Set to an initial hop limt value, simlarly to any other unicast
packet sent by the nobil e node.

Destination Option:
A Home Address destination option MIST be included.
ESP header:

| Psec headers MJST be supported and SHOULD be used as described in
Section 5. 4.

| CVP Fi el ds:
Type
146
Code
0
Checksum
The | CWP checksum [ 14] .
I dentifier

An identifier to aid in matching a future Mbile Prefix
Advertisenent to this Mbile Prefix Solicitation
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Reser ved

This field is unused. It MJST be initialized to zero by the
sender and MJST be ignored by the receiver.

The Mobile Prefix Solicitation nmessages nay have options. These
options MJST use the option format defined in RFC 2461 [12]. This
document does not define any option types for the Mbile Prefix
Solicitation nessage, but future docunents may define new options.
Home agents MJST silently ignore any options they do not recognize
and continue processing the nmessage.

6.8. | CWP Mobile Prefix Advertisenment Message For nat

A horme agent will send a Mobile Prefix Advertisement to a nobil e node
to distribute prefix information about the hone link while the nobile
node is traveling away fromthe honme network. This will occur in
response to a Mobile Prefix Solicitation with an Advertisenent, or by
an unsolicited Advertisenent sent according to the rules in Section
10. 6.

0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S

| Type | Code | Checksum

e o T i i o o O S e S ol o S S S s it SR R SR S
| I dentifier IMQ Reserved

B s T s s e T o e S T ks et s oot ST S S S o S S 3

| Options ...
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| P Fields:

Sour ce Address

The hone agent’s address as the nobile node woul d expect to see it
(i.e., same network prefix).

Destinati on Address

If this nessage is a response to a Mobile Prefix Solicitation

this field contains the Source Address field fromthat packet.

For unsolicited nessages, the nobile node' s care-of address SHOULD
be used. Note that unsolicited messages can only be sent if the
nmobil e node is currently registered with the hone agent.
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Rout i ng header:
A type 2 routing header MJST be incl uded.
ESP header:

| Psec headers MJST be supported and SHOULD be used as described in
Section 5. 4.

| CVP Fi el ds:
Type
147
Code
0
Checksum
The |1 QWP checksum [ 14] .
Identifier

An identifier to aid in matching this Mbile Prefix Advertisenent
to a previous Mbile Prefix Solicitation.

M
1-bit Managed Address Configuration flag. Wien set, hosts use the
adm ni stered (stateful) protocol for address autoconfiguration in
addition to any addresses autoconfigured using statel ess address
aut oconfiguration. The use of this flag is described in [12, 13].

O
1-bit Oher Stateful Configuration flag. Wen set, hosts use the
adm ni stered (stateful) protocol for autoconfiguration of other
(non-address) information. The use of this flag is described in
[12, 13].

Reserved

This field is unused. It MJST be initialized to zero by the
sender and MJST be ignored by the receiver.
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7.

7.

The Mobile Prefix Advertisenent nessages nay have options. These
options MJST use the option format defined in RFC 2461 [12]. This
docunment defines one option which may be carried in a Mbile Prefix
Advertisenment nessage, but future docunments may define new options.
Mobi | e nodes MUST silently ignore any options they do not recognize
and continue processing the nessage.

Prefix Infornmation

Each nessage contains one or nore Prefix Information options.

Each option carries the prefix(es) that the nobile node should use
to configure its hone address(es). Section 10.6 describes which
prefixes should be advertised to the nobil e node.

The Prefix Information option is defined in Section 4.6.2 of RFC
2461 [12], with nodifications defined in Section 7.2 of this
specification. The hone agent MJST use this nodified Prefix
Information option to send hone network prefixes as defined in
Section 10.6. 1.

If the Advertisenent is sent in response to a Mbile Prefix
Solicitation, the home agent MJST copy the Identifier value fromthat
message into the Identifier field of the Advertisement.

The hone agent MJUST NOT send nore than one Mobile Prefix
Advertisenment nessage per second to any nobil e node

The Mand O bits MJST be cleared if the Hone Agent DHCPv6 support is
not provided. |If such support is provided then they are set in
concert with the hone network’s administrative settings.

Modi fications to | Pv6 Nei ghbor Di scovery

1. Modified Router Advertisement Message For nmat
Mobile I Pv6 nodifies the format of the Router Advertisenent nessage
[12] by the addition of a single flag bit to indicate that the router

sendi ng the Advertisenent nessage is serving as a honme agent on this
link. The format of the Router Advertisenent nessage is as follows:
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0 1 2 3
01234567890123456789012345678901
i T o T e e e et o S s S R R SR
| Type | Code | Checksum

B T e o i S I i i S S N iy St S I S S
| Cur Hop Limit |[MOH Reserved| Router Lifetine
e T w ik s SH SR SN SR
| Reachabl e Ti e

i T i i o e e e e e e et i S S S R R SR
| Retrans Ti ner

B T e o i S I i i S S N iy St S I S S
| Options ..

R e e e E t b o

This format represents the foll owi ng changes over that originally
specified for Neighbor Discovery [12]:

Honme Agent (H)

The Honme Agent (H) bit is set in a Router Advertisenment to
i ndicate that the router sending this Router Advertisenent is also
functioning as a Mbile | Pv6 honme agent on this |ink.

Reser ved

Reduced froma 6-bit field to a 5-bit field to account for the
addi ti on of the above bit.

7.2. Mdified Prefix Information Option Fornmat

Mobil e | Pv6 requires know edge of a router’s global address in
buil ding a Home Agents List as part of the dynanmi c honme agent address
di scovery mechani sm

However, Nei ghbor Di scovery [12] only advertises a router’s |ink-
| ocal address, by requiring this address to be used as the I P Source
Address of each Router Advertisenent.

Mobi |l e | Pv6 extends Nei ghbor Discovery to allow a router to advertise
its global address, by the addition of a single flag bit in the

format of a Prefix Information option for use in Router Advertisenent
messages. The format of the Prefix Information option is as foll ows:
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0 1 2 3
01234567890123456789012345678901
i T o T e e e et o S s S R R SR
| Type | Length | Prefix Length |L|Al R Reservedl
B T e o i S I i i S S N iy St S I S S

| Valid Lifetine

e e i i e T S i S e e e R
| Preferred Lifetime

i T i i o e e e e e e et i S S S R R SR
| Reserved2

B T e o i S I i i S S N iy St S I S S

| |
+ +
| , |
+ Prefix +
I I
+ +
| |
A S S g S S

This format represents the foll owi ng changes over that originally
specified for Neighbor Discovery [12]:

Rout er Address (R

1-bit router address flag. Wen set, indicates that the Prefix
field contains a conplete | P address assigned to the sending
router. The indicated prefix is the first Prefix Length bits of
the Prefix field. The router |IP address has the same scope and
conforns to the sane lifetine values as the advertised prefix.
This use of the Prefix field is conpatible with its use in
advertising the prefix itself, since Prefix Advertisenment uses
only the leading bits. Interpretation of this flag bit is thus
i ndependent of the processing required for the On-Link (L) and
Aut ononobus Address-Configuration (A) flag bits.

Reservedl

Reduced froma 6-bit field to a 5-bit field to account for the
addi tion of the above bit.

In a Router Advertisenent, a hone agent MJST, and all other routers
MAY, include at |east one Prefix Information option with the Router
Address (R) bit set. Neighbor D scovery specifies that, if including
all options in a Router Advertisenent causes the size of the
Advertisenent to exceed the link MIU, multiple Advertisenents can be
sent, each containing a subset of the options [12]. Al so, when

sendi ng unsolicited nulticast Router Advertisenents nore frequently
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than the Iimt specified in RFC 2461 [12], the sending router need
not include all options in each of these Advertisenents. However, in
both of these cases the router SHOULD i nclude at |east one Prefix
Information option with the Router Address (R) bit set in each such
advertisenent, if this bit is set in some advertisenent sent by the
router.

In addition, the follow ng requirenent can assi st nobile nodes in
novenent detection. Barring changes in the prefixes for the link
routers that send nultiple Router Advertisements with the Router
Address (R) bit set in some of the included Prefix Information
options SHOULD provide at |east one option and router address which
stays the sane in all of the Advertisenents.

7.3. New Advertisenment Interval Option Format

Mobil e I Pv6 defines a new Advertisenent Interval option, used in
Rout er Advertisenent nessages to advertise the interval at which the
sendi ng router sends unsolicited nulticast Router Advertisenents.
The format of the Advertisement Interval option is as follows:

0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Type | Length | Reser ved |
B Lt r s i i i o o T s ks S R S

| Advertisenent |nterval
B s T s s e T o e S T ks et s oot ST S S S o S S 3

Type
7

Length
8-bit unsigned integer. The length of the option (including the
type and length fields) is in units of 8 octets. The val ue of
this field MIST be 1.

Reser ved

This field is unused. It MJST be initialized to zero by the
sender and MJST be ignored by the receiver
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Adverti senent Interva

32-bit unsigned integer. The naxinumtinme, in nilliseconds,

bet ween successive unsolicited Router Advertisement nmessages sent
by this router on this network interface. Using the conceptua
router configuration variables defined by Neighbor Discovery [12],
this field MUST be equal to the val ue MaxRtrAdvl nterval, expressed
in mlliseconds.

Routers MAY include this option in their Router Advertisenents. A

nmobi | e node receiving a Router Advertisenent containing this option
SHOULD utilize the specified Adverti senent Interval for that router
inits novenent detection algorithm as described in Section 11.5.1.

This option MJST be silently ignored for other Neighbor Discovery
nessages.

7.4. New Hone Agent Information Option Fornat

Mobil e | Pv6 defines a new Hone Agent Information option, used in
Rout er Advertisenents sent by a hone agent to advertise information
specific to this router’s functionality as a honme agent. The fornmat
of the Hone Agent Information option is as follows:

0 1 2 3
01234567890123456789012345678901
T I T S S Tk it S S S S Sk L T T SR A s

| Type | Length | Reserved |
B T e o i S I i i S S N iy St S I S S
| Home Agent Preference | Home Agent Lifetine

T e e i i e e S e b s S S SN SR
Type
8
Length
8-bit unsigned integer. The length of the option (including the
type and length fields) in units of 8 octets. The value of this
field MUST be 1.

Reser ved

This field is unused. It MJST be initialized to zero by the
sender and MJST be ignored by the receiver.
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Hone Agent Preference

16-bit unsigned integer. The preference for the hone agent
sending this Router Advertisenent, for use in ordering the
addresses returned to a nobile node in the Home Agent Addresses
field of a Home Agent Address Discovery Reply nessage. Higher

val ues nean nore preferable. |If this optionis not included in a
Rout er Advertisenent in which the Home Agent (H) bit is set, the
preference value for this honme agent MJST be considered to be O.
Greater values indicate a nore preferable home agent than | ower
val ues.

The manual configuration of the Hone Agent Preference value is
described in Section 8.4. 1In addition, the sending hone agent MAY
dynami cally set the Hone Agent Preference value, for exanple
basing it on the nunber of nobile nodes it is currently serving or
on its remaining resources for serving additional nobile nodes;
such dynam c settings are beyond the scope of this docunent. Any
such dynam c setting of the Hone Agent Preference, however, MJST
set the preference appropriately, relative to the default Hone
Agent Preference value of 0 that may be in use by sonme hone agents
on this link (i.e., a home agent not including a Hone Agent
Information option in its Router Advertisenents will be considered
to have a Hone Agent Preference value of 0).

Home Agent Lifetine

16-bit unsigned integer. The lifetine associated with the hone
agent in units of seconds. The default value is the sane as the
Router Lifetine, as specified in the main body of the Router
Advertisenent. The nmaxi num val ue corresponds to 18.2 hours. A
val ue of 0 MUST NOT be used. The Home Agent Lifetinme applies only
to this router’s usefulness as a hone agent; it does not apply to
i nformati on contained in other nessage fields or options.

Honme agents MAY include this option in their Router Advertisenents.
This option MJST NOT be included in a Router Advertisenent in which
the Hone Agent (H) bit (see Section 7.1) is not set. |If this option
is not included in a Router Advertisenment in which the Hone Agent (H)
bit is set, the lifetime for this hone agent MJST be considered to be
the sane as the Router Lifetine in the Router Advertisenent. |If

nmul tiple Advertisenents are being sent instead of a single |arger
unsolicited nulticast Advertisenent, all of the multiple
Advertisenments with the Router Address (R) bit set MJST include this
option with the sanme contents, otherw se this option MJIST be onitted
fromall Advertisenents
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This option MJST be silently ignored for other Nei ghbor Discovery
nessages.

If both the Home Agent Preference and Home Agent Lifetine are set to
their default values specified above, this option SHOULD NOT be
included in the Router Advertisenent nessages sent by this hone
agent .

7.5. Changes to Sending Router Advertisenents

The Nei ghbor Di scovery protocol specification [12] limts routers to
a mninuminterval of 3 seconds between sending unsolicited nulticast
Rout er Advertisenent nessages from any given network interface
(limted by MnRtrAdvlnterval and MaxRtrAdvinterval ), stating that:

"Routers generate Router Advertisenents frequently enough that
hosts will learn of their presence within a few m nutes, but not
frequently enough to rely on an absence of advertisenents to
detect router failure; a separate Nei ghbor Unreachability
Detection al gorithm provides failure detection."

This limtation, however, is not suitable to providing tinely
nmovenent detection for nobile nodes. Mbile nodes detect their own
novenent by |earning the presence of new routers as the nobil e node
noves into wireless transm ssion range of them (or physically
connects to a new wired network), and by | earning that previous
routers are no |onger reachable. Mbile nodes MIST be able to

qui ckly detect when they nove to a link served by a new router, so
that they can acquire a new care-of address and send Bi ndi ng Updates
to register this care-of address with their home agent and to notify
correspondent nodes as needed.

One net hod which can provide for faster novenment detection, is to
increase the rate at which unsolicited Router Advertisements are
sent. Mdbile IPv6 relaxes this limt such that routers MAY send
unsolicited nulticast Router Advertisenents nore frequently. This
met hod can be applied where the router is expecting to provide
service to visiting nobile nodes (e.g., wireless network interfaces),
or on which it is serving as a honme agent to one or nore nobil e nodes
(who may return hone and need to hear its Advertisenents).

Rout ers supporting nobility SHOULD be able to be configured with a
smal l er M nRtrAdvlnterval value and MaxRtrAdvl nterval value to allow
sending of unsolicited nulticast Router Advertisenments nore often
The m ni num al | owed val ues are:

Johnson, et al. Standard Track [ Page 67]



RFC 3775 Mobi lity Support in |Pve June 2004

o0 MnRtrAdvlinterval 0.03 seconds
o MaxRtrAdvlnterval 0.07 seconds

In the case where the mininumintervals and del ays are used, the nean
time between unsolicited nulticast router advertisenments is 50 ns.
Use of these nodified linmts MJUST be configurable (see also the
configuration variable M nDel ayBet weenRas in Section 13 which may

al so have to be nodified accordingly). Systens where these val ues
are avail able MJUST NOT default to them and SHOULD default to val ues
specified in RFC 2461. Know edge of the type of network interface
and operating environnent SHOULD be taken into account in configuring
these limts for each network interface. This is inportant with sonme
wi rel ess Iinks, where increasing the frequency of nulticast beacons
can cause consi derabl e overhead. Routers SHOULD adhere to the
intervals specified in RFC 2461 [12], if this overhead is likely to
cause service degradation

Additionally, the possible | ow val ues of MaxRtrAdvlnterval may cause
some problenms with novenent detection in sone nobile nodes. To
ensure that this is not a problem Routers SHOULD add 20 ns to any
Advertisenment Intervals sent in RAs, which are bel ow 200 s, in order
to account for scheduling granularities on both the MN and the
Rout er .

Note that multicast Router Advertisenents are not always required in
certain wireless networks that have linited bandwi dth. Mbility
detection or link changes in such networks nay be done at | ower

| ayers. Router advertisenents in such networks SHOULD be sent only
when solicited. |In such networks it SHOULD be possible to disable
unsolicited nulticast Router Advertisenents on specific interfaces.
The M nRtrAdvinterval and MaxRtrAdvlnterval in such a case can be set
to some high val ues

Home agents MJST include the Source Link-Layer Address option in al
Rout er Advertisenents they send. This sinplifies the process of
returning hone, as discussed in Section 11.5. 4.

Note that according to RFC 2461 [12], AdvDefaultlLifetinme is by
default based on the value of MaxRtrAdvinterval. AdvDefaultLifetine
is used in the Router Lifetine field of Router Advertisenments. G ven
that this field is expressed in seconds, a snmall MaxRtrAdvilnterva
value can result in a zero value for this field. To prevent this,
routers SHOULD keep AdvDefaultLifetinme in at |east one second, even
if the use of MaxRtrAdvinterval would result in a smaller val ue.
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8.

8.

8.

Requirenments for Types of | Pv6 Nodes

Mobil e | Pv6 pl aces sone special requirenents on the functions
provided by different types of IPv6 nodes. This section sunmmarizes
those requirenents, identifying the functionality each requirenent is
i ntended to support.

The requirenents are set for the follow ng groups of nodes:
o Al 1Pv6 nodes.

o Al IPv6 nodes with support for route optim zation

o Al IPv6 routers.

o Al Mbile IPv6 honme agents.

o Al Mbile |IPv6 nobile nodes.

It is outside the scope of this specification to specify which of
these groups are mandatory in IPv6. W only describe what is
mandatory for a node that supports, for instance, route optim zation
O her specifications are expected to define the extent of I|Pv6.

1. Al |Pv6 Nodes

Any | Pv6 node may at any tinme be a correspondent node of a nobile
node, either sending a packet to a nobile node or receiving a packet
froma nobile node. There are no Mbile I Pv6 specific MIST

requi renents for such nodes, and basic |IPv6 techniques are
sufficient. |If a nobile node attenpts to set up route optim zation
with a node with only basic | Pv6 support, an ICMP error will signal
that the node does not support such optimnm zations (Section 11.3.5),
and communi cations will flow through the hone agent.

An | Pv6 node MUST NOT support the Hone Address destination option
type 2 routing header, or the Mobility Header unless it fully
supports the requirenents listed in the next sections for either
route optimzation, nobile node, or home agent functionality.

2. 1 Pv6 Nodes with Support for Route Optim zation

Nodes that inplenent route optim zation are a